The subject of the study are the processes of securing information in wireless control and communication channels of the Internet of Things (IoT) system. The goal is to develop the concept of broadband Internet access and the implementation of key security competencies in the implementation of IoT projects. The task is to ensure stable and secure operation of the IoT system. The model is based on the reference model DigComp 2.0, created within the framework of a system of digital competence of citizens. Moreover, the main area of competence of this model is security. The method used: methods of analytical, simulation modeling and temporal position-pulse coding. The following results are obtained: A security concept has been developed in the wireless control and communication channels of the IoT system. It is shown, that to obtain high noise immunity of control and communication channels and to protect information from interception, wireless ultra-wideband communication technology should be used, which allows for large volumes and speeds of information transfer. The possibility of joint interference-free operation in the same frequency range of both traditional narrow-band communication systems and systems using ultra-wideband signals is substantiated. A technical solution for the design of an ultra-wideband receiving -transmitting antenna system is proposed. Conclusions. The use of channels with an ultra-wide frequency band allows for an increase in the number of control and communication channels of the IoT system. Predistribution between the channels of orthogonal codes implements the process of control and communication without interception of information and mutual interference. Moreover, the application of the method of temporal position-pulse coding prevents inter symbol distortions of ultrashort pulses coding. It also reduces the level of distortion of information signals caused by its multipath propagation, which guarantees the security of information in the IoT system. K e ywor d s : IoT system; security; competence; expertise; wireless channel of wireless control and communication channel.
Introduction
The digitalization of our society requires citizens to be competent in the field of digital technologies for their effective use. Digitalization should provide every citizen with equal access to services, information and knowledge that are provided on the basis of information, communication and digital technologies. In order to overcome the existing different levels of access to services, information and to knowledge, it is necessary to focus on the development of broadband fixed and mobile telecommunications infrastructure, technological infrastructure for IoT projects (Internet of Things) and the development of broadband Internet access [1] . Thus, the main way to implement and effectively use information and communication and digital technologies is the digital competence approach.
System of digital competence
The system of digital competence of citizens (DigComp) is an effective tool for improving the level of digital competence of specific target groups. In this case, under the competence we understand the possession by a person of a relevant competence, including his personal attitude to it and the subject of activity. This is the potential willingness to solve arising tasks competently and includes substantive and procedural components. It presupposes knowledge of the nature of the problem, the ability to solve it, experience and theoretical and applied preparation for the use of knowledge. This requires constant updating of knowledge, possession of new information for the success of application of this knowledge in specific conditions. Thus, competence is a category that characterizes the degree to which a particular person masters one's scopes, i.e. knowledge and experience of their own activities, allowing them to make judgments and make decisions. Therefore, competence is the basis for the formation and development of expertise.
By the competence one should understand the ability of a person to perform actions and functions of a particular type of activity, which are based on the necessary knowledge, skills, personal qualities and value orientations. These are objective requirements for the professional -personal level of a person performing a certain type of activity. Thus, the category of competence is inherent in the position, and expertisethe employee.
In the framework of the developed reference, model (DigComp 2.0) for the system of digital competence of citizens, the main area of competence is security [2] . In this case, the following four groups of competencies are distinguished:
-Protection of devices and security of digital content, understanding of risks and threats in digital environments. Knowledge about safety and security measures. Proper consideration of issues of reliability and individuality.
-Protection of personal data and identity in digital environments. Understanding how to use and share information that allows you to establish an identity, providing the opportunity to protect yourself and others from harm. Understand that digital services use the "Identity Policy" to understand how personal data is used.
-Protection of health and well-being. Ability to avoid risks to health and threats to physical and psychological well-being when using digital technologies. Be able to protect yourself and others from possible threats in digital environments (for example, from cyber threats). Know about digital technologies to ensure social well-being and social integration.
-Environmental protection. Awareness of the impact of digital technologies and their influence on the environment.
These competences in the structure of the general digital competence of citizens are closely interrelated. Therefore, each of them can influence the development of others. Thus, the implementation of these core competencies in the implementation of Internet of Things projects and the organization of broadband Internet access will ensure equal and secure access of citizens to services, information and knowledge.
Task solution
The concept of the Internet of Things (IoT) allows you to improve the quality of life and human activity, the efficiency of production, government services and utilities. IoT is a series of physical devices placed in a limited space, interconnected by the Internet and a user of wireless communication channels. It involves the creation of an apartment and office management system that integrates all the engineering systems of fire alarm, security, power supply and lighting. The goal of this concept is to provide flexible management, economical use of resources, as well as creating a comfortable and safe indoor environment. This area also includes software that allows the interaction of physical things with computer systems and networks, including the Internet. The system makes it possible at the household level to remotely control these physical devices, as well as to accumulate, extract and transmit information. Moreover, the control algorithms, in general, are defined by the user in an arbitrary way.
Thus, the integration of individual devices into an IoT system turns it into a complex dynamic system that functions under conditions of substantial a priori uncertainty and randomly organizes the interaction of its heterogeneous constituent elements. The distinctive ability of these systems is the concentration in a limited, usually closed space of a large number of sources of electromagnetic radiation having a different amplitudefrequency range. The presence of such a complex electromagnetic environment in a closed confined space complicates the high-quality operation of the elements of the IoT system, causing failures in control systems and communication channels. In this case, there is a real possibility of unauthorized access to information circulating in the system and the probability of unauthorized interception of the control channel of individual elements of the system increases.
Thus, ensuring sustainable and secure operation of the IoT system is an urgent task.
By noise, immunity of the control system and / or communication channel is meant the maximum level of electromagnetic interference at which it maintains the required quality of work. The encoding of information in the channels of information and control can increase noise immunity. In the presence of external influencing factors, the use of well-known algebraic, iterative, cascade convolutional and other codes, as well as methods for their decoding [5] , require redundancy, which leads to a decrease in the speed of information transmission. At the same time, the need to increase the speed of transmission of control signals in wireless channels requires the use of the widest possible frequency range. Thus, the known methods of information encoding in wireless control and communication channels do not provide the necessary noise immunity level, which means that further development requires the creation of new approaches to solving this problem. The physical limitation of the frequency spectrum has led to the need to apply ultrawideband technologies (UWBS).
In wireless control and communication channels, the transmission medium is the physical path between the transmitter and the receiver. However, when determining the characteristics of information transfer, the medium itself is not a more important factor, but the bandwidth of the emitted signal. The most common and optimal range for wireless control and communication systems is from 1 to 10 GHz. [6] . This is due to the fact that at frequencies below 1 GHz there is significant interference from various electronic devices. At the same time, at frequencies above 10 GHz, signal absorption by the transmission medium is large.
When using broadband transmission, a deliberate conversion of relatively narrowband information signals with an efficiently transmitted spectrum width f in to a wideband signal with a broad bandwidth F while maintaining total energy E of a signal. In this case, the spectral energy density of the channel signal is intentionally reduced by F/f times, and which will make E/F, and the base of the channel signal will increase by F/f times. The basis of the ultrashort pulse of UWBS is the product of the signal duration and the width of its spectrum. The simplest and most convenient method for expanding the base of a signal is direct expansion of the frequency spectrum. Moreover, the higher the frequency used, the higher the potential data transfer rate. Thus, UWBS technology consists in transmitting low-power coded pulses in a very wide frequency band without a carrier frequency. In this case, not a harmonic oscillation is emitted, but an ultrashort pulse, the duration of which lies in the range of 0.2-2.0 nS, and the period of the pulse sequence is 10-100 nS. Typically, such signals have the form of idealized Gaussian monocycles, the main part of the emission spectrum of which is in the frequency range from 1 to 10 GHz [6] . Therefore, if we use as a coding pulse Gauss monocycle with a duration of t from 2.0 nS up to 0.1 nS and the power spectrum bandwidth will be respectively from 500 MHz to 10 GHz. And the spectrum of the signal will occupy the entire frequency band from 0 to F  1/t.
In the control and communication channel, information is encoded by means of temporal positionpulse modulation [7] . So the pulse offset relative to the reference forward position in the sequence sets the "zero" bit, and backward -sets "one". The offset time does not exceed a quarter of the pulse duration, and, one information bit is encoded by a sequence of many pulses per bit. To separate information communication channels, the position of each pulse is shifted by a time proportional to the current value of a certain pseudorandom sequence. Moreover, the shift time is one to two orders of magnitude higher than the shift during time modulation. Each channel is assigned its own spreading code combination, the elements of which constitute the orthogonal basis and specify the channel code. And the decoding of the information message is carried out only if the receiver and transmitter use the same channel code, which increases the noise immunity of signals in a wireless control and communication system.
The selection of the useful signal in the background noise is carried out by the correlation of the received and reference signals. The correlator performs a convolution of the received signal from the reference one. It is an ideal detector for determining the time shifts of received pulses relative to the reference. So when receiving a unit, the correlation function is + 1, and when receiving 0, it takes the value -1. In all other cases, the correlation function is 0. And since the information bit is represented, for example, by 200 ultrashort pulses, then if the code coincides, they accumulate in the integrator receiver and the bit will be detected correctly, even if 99 pulses out of 200 will be spoiled. The useful signal stands out from the noise level, significantly exceeding its signal-to-noise ratio. In this case, the coding of the information bit by a series of ultrashort pulses eliminates the problem of multipath propagation of the signal, since the signal arriving with a time shift due to different paths will be discarded as an interfering signal. At the same time, the use of a series of ultrashort pulses to encode the information bit makes it possible to eliminate intersymbolic interference. This is due to the fact that before the passage of the next ultrashort pulse from the coding series, the energy of the previous pulse has time to completely dissipate.
Due to the fact that coded pulse signals are to be transmitted in a very wide frequency band without a carrier frequency, fulfilling the requirements for broadband receiving and transmitting antennas is critical. The technical characteristics of the most acceptable is the antenna element [8] , which is an antenna with an expanding slot (Tapered Slot Antenna -TSA). The shape of the open slit determines the frequency band, and the energy pattern of the antenna is characterized by a narrow main beam and almost no side lobes. However, the preliminary formation of an UWBS (Gaussian monocycle) that is fed to the antenna system causes coordination difficulties in a wide frequency range. This is manifested in the form of the reflections of individual components of UWBS that distort the shape of the Gaussian monocycle.
In the proposed technical solution [9] . information monopulse signal is divided in half. One part of the signal is successively inverted and delayed by a time equal to half the duration of the single pulse. Then, using both monopulse signals, excite respectively two adjacent TSA antennas on a single dielectric base. The electromagnetic fields of two unipolar pulses -the main and inverted -interfere in the equivalent common space of the aperture of the antennas, creating in it the electromagnetic field of the bipolar pulse, which is an ultra-wideband pulse signal. This eliminates the time interval between the two parts of the radiated field, which is typical of a single-pulse TSA antenna.
Analysis
It should also be noted that the ultra-wideband pulsed antenna is capable of emitting both an ultrashort unipolar mono-pulse and a bipolar-pulsed information signal. Moreover, the proposed technical solution can significantly increase the range of propagation of pulsed electromagnetic signals. So, compared to the radiation level of a unipolar pulse signal, the propagation distance of a bipolar pulse generated in the aperture of the antenna increases by 9.5 times, and compared to the monochromatic signal -by 2.37 times [8] .
Conclusions
The use of technology of ultra-wideband signals in the control and communication channels makes it possible to obtain a number of advantages that cannot be achieved by traditional methods. In particular, this refers to improving the quality indicators of the control channels. The expansion of the communication channel bandwidth and the transition to channels with an ultrawide bandwidth allows for an increase in the number of communication channels. Distributing modulation codes between channels in advance, they are controlled without interception of control and mutual interference.
The most important criterion characterizing the effectiveness of wireless communication systems is the high potential specific data transfer density. It is defined as the value of the achievable total data transfer rate per square meter of the working area and has today the value of this indicator -about 1 Mbit / s / m 2 . The use of short pulses prevents intersymbol distortions, since the energy of a received pulse usually has time to almost completely fade before the next pulse arrives. This also reduces the level of distortion of information signals caused by its multipath propagation. A major feature inherent in control and communication systems based on ultra-wideband signals is the low probability of detecting both the fact of the temporary establishment of a communication channel and the impossibility of intercepting a control channel. Simultaneous noise-free operation in the same frequency range of both traditional narrow-band communication systems and UWBS systems is due to the fact that the level of the control signal does not exceed the noise level in the working frequency range. At the same time, the reduction in power and radiation level of electromagnetic fields makes it possible to guarantee that the requirements of electromagnetic compatibility are met at all stages of the development and implementation of control and communication systems.
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